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Type of Threat
Spoofing

Tampering
Repudiation
Information disclosure

Denial of Service

Elevation of Privilege
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Examples

*Forging Email Message

*Replaying Authentication

Altering data during transmission
*Changing data in database

Delete critical data and deny it
*Purchase product and deny it
*Expose information in error messages
*Expose code on web site

*Flood web service with invalid request
*Flood network with SYN

*Obtain Administrator privileges

*Use assembly in GAC to create acct in
Net
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= Cyber Kill Chain &

Developed by Lockheed Martin

Harvesting email addresses,
conference information, etc.

WEAPIONIZATION

Coupling exploit with backdoor
into deliverable payload

DELIVERY

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C52)

Command channel for remote
manipulation of victim

ACTIONS ON OBJAELCTIVES

wWith ‘Hands on Keyboard’” access,
intruders accomplish their original goals
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